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3 Steps to BSI-Compliant ISO/IEC 27001 Certification at Versatel GmbH 
Risk Management for MPLS Protection  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Client 

Versatel GmbH 

 

Sector 

Telecommunications 

 

Contracted for 

ISO/IEC 27001 certification support based on IT Basic Protection 

for MPLS deployment 

 

Implementation 

 Review 

 Analysis 

 Audit 

 

Result 

 Cost-efficient risk management 

 Proven management of potential and actual risks 

 Comprehensive security measures in compliance with company 

and sector-specific regulations, norms and guidelines 

 Complete identification and definition of information security 

processes  

 Concrete formulation of information security requirements and 

targets  

 Rapid application of procedural instructions to a wide range of 

cases  

 

 

The telecommunications enterprise Versatel, head-

quartered in Düsseldorf, is a leading German provider 

of data, internet and language services. The company 

offers comprehensive, customized communication 

services via a high-performing infrastructure and an 

extensive, state-of-the-art fiber-optic network – the 2
nd

 

largest in Germany. Versatel devotes special attention 

to the B2B market, with a major focus on virtual pri-

vate networks (VPNs) for its Corporate Connectivity 

business segment. 

The economy of connectivity solutions plays a major role 

for businesses. Versatel relies on the Multiprotocol Label 

Switching (MPLS) technology to provide VPN-based lan-

guage, data and multimedia services and satisfy customer 

requirements for secure exchanges of information. MPLS 

lets enterprises link geographically remote branch offices 

via a virtual private network (VPN). This method of data 

transmission enables very rapid processing of data pack-

ages across a range of customer networks. However, 

VPNs are highly susceptible to attack and thus represent 

considerable hazard potential. 

Background  

Particularly in the telecommunications industry, it’s crucial 

for management at the control, administration and cus-

tomer relations levels to safeguard information security at 

all times and thus avoid hazards and possible liability 

risks. For example, a telecoms enterprise can be harmed 

by the failure of the transport network due to a breakdown 

of important network components. Equally, it has to pro-

tect itself and its customers against (Internet) attacks on 

the enterprise network and client VPNs. Threats also loom 

when data is sent to untrustworthy systems. Such cases 

can quickly render a telecoms enterprise unable to provide 

its services, or unable to provide them on time. This in turn 

can entail severe earnings losses, may expose the enter-

prise to claims for damages and could, in a worst-case 

scenario, cause lasting damage to its reputation. 
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Motivation 

Versatel pursues maximum security and quality standards 

to continually protect its business assets – availability, in-

tegrity and confidentiality – when transferring data via 

MPLS. For this reason, the company decided to pursue 

ISO/IEC 27001 certification based on Baseline IT Protec-

tion as defined by the BSI (German Federal Office for Se-

curity in Information Technology). This shields Versatel 

against potential threats and provides rapid response ca-

pabilities in the event of a breach. For support services 

during the certification process, Versatel turned to solu-

tions provider exceet Secure Solutions, an experienced 

specialist for machine-to-machine (M2M) and IT security 

with special expertise in the industry field. 

Targets 

ISO/IEC 27001 certification based on the BSI IT security 

standard represents a range of meaningful and widely 

acknowledged resources for security analysis and risk as-

sessment. The prime objective was to identify and define 

potential risks and hazards and develop guidelines for ac-

tion that would ensure cross-board protection, enable ef-

fective responses and reduce the likelihood of damaging 

events. Specifically, the certification focused on “uniCore”, 

a Germany-wide, non-public, MPLS-based network infra-

structure maintained by Versatel GmbH.  

Implementation 

Every industry segment and every enterprise has to ob-

serve certain regulations, norms and guidelines and is 

thus obliged to comply with its own specific set of require-

ments. When analyzing and evaluating risks, a company 

must therefore be aware of these requirements and con-

tinually keep them in mind in the course of its individual 

ISO/IEC 27001 certification. 

Security consultants from exceet Secure Solutions assist-

ed Versatel by providing a transfer of knowhow on BSI 

Baseline Protection methodology and standards (BSI 100-

1 to 100-4) and contributing support throughout the 

ISO/IEC 27001 certification project. To this end, exceet 

Secure Solutions adopted a three-step approach: 

 

 

 

Step 1: Review 

 Determining project scope 

 Defining the framework conditions 

 
Developing the required concepts and 
guidelines 

 

During the first step, the project team determined the 

scope of the project. The object of the investigation was 

the network of MPLS core routers (deployed at separate 

locations) with its defined provider edge, as well as the 

infrastructure-related, organizational, personnel and tech-

nical components and processes required to operate it. 

In the event of a liability claim, a provider can rely on such 

boundary-setting to clearly identify the responsibilities and 

accountabilities of participants in the affected, security-

critical business processes. The project team applied the 

Basic Protection security check to this delineated sphere 

and developed the required concepts and guidelines. 

 

 

Step 2: Analysis 

 Assessing security measures 

 Evaluating information risks 

 Developing a risk response plan 

 

Building on Step 1, the team prepared a security analysis, 

a risk analysis and a risk response plan. This step, taken 

to facilitate future budgeting decisions, calculated the 

probability that particular security events will occur and 

estimated the attendant damage. Building upon this calcu-

lation, the team defined potential risks, developed 

measures aimed at preventing the respective events, and 

prepared emergency response plans.  

The challenge of conducting the analysis was that it had to 

create a budget for measures based on estimates and as-

sumptions rather than a measurable set of circumstances. 
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For Versatel, help from exceet Secure Solutions was par-

ticularly important here: Versatel has extensive enterprise 

know-how on potential and actual liability cases, while the 

security consultants were able to contribute deep industry 

expertise and long-term experience in the field. 

  

 

Step 3: Audit 

 
Conducting the formal ISO/IEC 27001 certi-
fication (by independent experts) 

 
Reviewing the security and coverage of all 
implemented measures 

 

To bring the project to completion, exceet Secure Solu-

tions also provided assistance during certification auditing. 

One might have considered the process complete at this 

stage, but as it turned out the formal ISO/IEC 27001 certi-

fication followed immediately thereafter, by way of an audit 

conducted by specially accredited experts. 

The audit fulfills a very important function: It is a formal 

process in which an independent authority validates the 

results of the project and confirms that the implemented 

measures were indeed appropriate and comprehensive. 

Results 

Having gained ISO/IEC 27001 certification in line with BSI 

Baseline IT Protection (information security), Versatel can 

demonstrate that it takes a systematic, formally approved 

approach to safeguarding its IT systems against security 

hazards. To this end it has developed catalogs that ad-

dress all potential threats and define the countermeasures 

needed to protect its MPLS-based network infrastructure. 

The project team focused on developing highly specific 

instructions for actions to prevent liability risks, at the per-

sonnel, organizational, technical and infrastructure level. 

The action plans are cost-efficient, comprehensive, con-

sistent, complete and proven on the ground, and yet can 

be applied quickly to a wide range of use cases. 

With its involvement in the Versatel certification project, 

exceet Secure Solutions was able to demonstrate that in 

addition to established business fields such as the health 

and M2M segments, its competencies can be successfully 

applied to the telecommunications sector as well. 

 

 

Benefits: Overview 

 Cost-efficient risk management 

 
Tried and proven management of potential 
and actual risks 

 

Comprehensive security measures in com-
pliance with enterprise- and sector-specific 
regulations, norms and guidelines 

 
Comprehensive identification and definition 
of information security processes 

 
Concrete formulation of information security 
requirements and targets 

 
Rapid application of response plans to a 
wide range of use cases 
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